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Perfect code does not exist, right?
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Perfect code does not exist, right?

Until now...

3.1



double better_sin(double input);
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double better_sin(double input);

Why is it perfect?

4.1



TEST_CASE( "sin benchmarks", "[!benchmark]" ) {
    // std::sin perf is input dependent
    auto input_type = GENERATE( InputType::Common,
                                InputType::Huge,
                                InputType::Subnormal );
    const auto data = GenerateData( input_type );

    BENCHMARK( fmt::format("{}: {}", "std::sin", input_type) ) {
        double sum = 0;
        for ( double d : data ) { sum += std::sin( d ); }
        return sum;
    };

    BENCHMARK( fmt::format("{}: {}", "better_sin", input_type) ) {
        double sum = 0;
        for ( double d : data ) { sum += better_sin( d ); }
        return sum;
    };
}
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inline constexpr double k_margin = 0.000'1;

TEST_CASE( "Simple case", "[better_sin]" ) {
    REQUIRE_THAT( better_sin( 0. ), WithinAbs( 0., k_margin ) );
}
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inline constexpr double k_margin = 0.000'1;

TEST_CASE( "Simple case", "[better_sin]" ) {
    REQUIRE_THAT( better_sin( 0. ), WithinAbs( 0., k_margin ) );
}

TEST_CASE( "Compared to std::sin", "[better_sin][sin]" ) {
    const double input = GENERATE( std::numbers::pi,
                                   9.4247, 12.5663,
                                   37.6991, 53.4071 );
    REQUIRE_THAT( better_sin( input ),
                  WithinAbs( -better_sin( -input ), k_margin ) );
    REQUIRE_THAT( better_sin( input ),
                  WithinAbs( std::sin( input ), k_margin ) );
}
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inline constexpr double k_margin = 0.000'1;

TEST_CASE( "Simple case", "[better_sin]" ) {
    REQUIRE_THAT( better_sin( 0. ), WithinAbs( 0., k_margin ) );
}

TEST_CASE( "Compared to std::sin", "[better_sin][sin]" ) {
    const double input = GENERATE( std::numbers::pi,
                                   9.4247, 12.5663,
                                   37.6991, 53.4071 );
    REQUIRE_THAT( better_sin( input ),
                  WithinAbs( -better_sin( -input ), k_margin ) );
    REQUIRE_THAT( better_sin( input ),
                  WithinAbs( std::sin( input ), k_margin ) );
}

Randomness seeded to: 353433908
===================================================================
All tests passed (11 assertions in 2 test cases)

7.2



The perfect code
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The perfect code
double better_sin(double) {
    return 0.;
}
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The perfect code
double better_sin(double) {
    return 0.;
}

Who here doesn't agree that this code is perfect?

8.2
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Let's ask our tools for more objective answer...

9.1



TOOLING
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What's the first tool in our feedback loop?
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COMPILER WARNINGS
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class simple_buffer {
    std::unique_ptr<char> m_data;
    size_t m_size;

public:
    simple_buffer(size_t sz):
        m_size(sz),
        m_data(std::make_unique<char>(m_size))
    {}
};
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class simple_buffer {
    std::unique_ptr<char> m_data;
    size_t m_size;

public:
    simple_buffer(size_t sz):
        m_size(sz),
        m_data(std::make_unique<char>(m_size))
    {}
};

$ clang++-14 -Weverything reorder.cpp -c -o /dev/null
reorder.cpp:10:9: warning: field 'm_size' will be initialized after
                           field 'm_data' [-Wreorder-ctor]
        m_size(sz),
        ^~~~~~~~~~
        m_data(std::make_unique<char>(m_size))
1 warning generated.

13.1



Warnings are the first thing in the feedback loop.
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Warnings are the first thing in the feedback loop.

They need to be fast to check,

14.1



Warnings are the first thing in the feedback loop.

They need to be fast to check,

and have low false positive rate.

14.2



What do compilers think about better_sin?
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What do compilers think about better_sin?
$ clang++ -Weverything better_sin.cpp -c -o /dev/null
$
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What do compilers think about better_sin?
$ clang++ -Weverything better_sin.cpp -c -o /dev/null
$

$ g++ -Wall -Wextra -Wpedantic better_sin.cpp -c -o /dev/null
$
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What do compilers think about better_sin?
$ clang++ -Weverything better_sin.cpp -c -o /dev/null
$

$ g++ -Wall -Wextra -Wpedantic better_sin.cpp -c -o /dev/null
$

> cl /Wall better_sin.cpp /c /FoNUL
Microsoft (R) C/C++ Optimizing Compiler Version 19.44.35225 for x86
Copyright (C) Microsoft Corporation.  All rights reserved.

better_sin.cpp

>

15.3



The three major compilers agree; the code is flawless.
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The three major compilers agree; the code is flawless.

Who still disagrees?

16.1



STATIC ANALYSIS

17



Static analysis is much more expensive than warnings.

18



Static analysis is much more expensive than warnings.

Still cheap enough to be second in the feedback loop.

18.1



void test(bool a, bool b) {
  int *p = new int;
  if (a) {
    *p = 1;
  } else {
    delete p;
  }

  if (b) { *p = 2; }
  if (a) { sink(p); }
}
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void test(bool a, bool b) {
  int *p = new int;
  if (a) {
    *p = 1;
  } else {
    delete p;
  }

  if (b) { *p = 2; }
  if (a) { sink(p); }
}

$ clang-tidy --checks='clang-analyzer-*' new-delete.cpp
1 warning generated.
new-delete.cpp:11:15: warning: Use of memory after it is released
                               [clang-analyzer-cplusplus.NewDelete]
   11 |   if (b) { *p = 2; }
      |            ~~ ^
      ...

19.1



Let's ask clang-tidy about better_sin.
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Let's ask clang-tidy about better_sin.
$ echo "Checks: '*'" > .clang-tidy
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Let's ask clang-tidy about better_sin.
$ echo "Checks: '*'" > .clang-tidy

$ cmake \
  -DCMAKE_CXX_CLANG_TIDY=clang-tidy \
  -DCMAKE_BUILD_TYPE=Debug \
  -DCMAKE_TOOLCHAIN_FILE=~/vcpkg/.../vcpkg.cmake \
  -B clang-tidy-1 \
  -S .
-- Build files have been written to: .../clang-tidy-1

1
2
3
4
5
6
7
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Let's ask clang-tidy about better_sin.
$ echo "Checks: '*'" > .clang-tidy

$ cmake \
  -DCMAKE_CXX_CLANG_TIDY=clang-tidy \
  -DCMAKE_BUILD_TYPE=Debug \
  -DCMAKE_TOOLCHAIN_FILE=~/vcpkg/.../vcpkg.cmake \
  -B clang-tidy-1 \
  -S .
-- Build files have been written to: .../clang-tidy-1

1
2
3
4
5
6
7

  -DCMAKE_CXX_CLANG_TIDY=clang-tidy \
$ cmake \1

2
  -DCMAKE_BUILD_TYPE=Debug \3
  -DCMAKE_TOOLCHAIN_FILE=~/vcpkg/.../vcpkg.cmake \4
  -B clang-tidy-1 \5
  -S .6
-- Build files have been written to: .../clang-tidy-17

20.3



$ cmake --build clang-tidy-1/
[1/4] Building CXX object CMakeFiles/impl.dir/better_sin.cpp.o
better_sin.cpp:5:8: warning: declaration must be enclosed
                    within the 'LIBC_NAMESPACE_DECL' namespace
                    [llvmlibc-implementation-in-namespace]
    5 | double better_sin(double /*input*/) {
      |        ^
better_sin.cpp:5:8: warning: use a trailing return type for
                    this function
                    [modernize-use-trailing-return-type]
    5 | double better_sin(double /*input*/) {
      | ~~~~~~ ^
      | auto                                -> double
better_sin.hpp:1:1: warning: header is missing header guard
                    [llvm-header-guard]
    1 | // SPDX-License-Identifier: BSL-1.0
      | ^
    2 |
    3 | #pragma once
    ...

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
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$ cmake --build clang-tidy-1/
[1/4] Building CXX object CMakeFiles/impl.dir/better_sin.cpp.o
better_sin.cpp:5:8: warning: declaration must be enclosed
                    within the 'LIBC_NAMESPACE_DECL' namespace
                    [llvmlibc-implementation-in-namespace]
    5 | double better_sin(double /*input*/) {
      |        ^
better_sin.cpp:5:8: warning: use a trailing return type for
                    this function
                    [modernize-use-trailing-return-type]
    5 | double better_sin(double /*input*/) {
      | ~~~~~~ ^
      | auto                                -> double
better_sin.hpp:1:1: warning: header is missing header guard
                    [llvm-header-guard]
    1 | // SPDX-License-Identifier: BSL-1.0
      | ^
    2 |
    3 | #pragma once
    ...

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20

better_sin.cpp:5:8: warning: declaration must be enclosed
                    within the 'LIBC_NAMESPACE_DECL' namespace
                    [llvmlibc-implementation-in-namespace]

$ cmake --build clang-tidy-1/1
[1/4] Building CXX object CMakeFiles/impl.dir/better_sin.cpp.o2

3
4
5

    5 | double better_sin(double /*input*/) {6
      |        ^7
better_sin.cpp:5:8: warning: use a trailing return type for8
                    this function9
                    [modernize-use-trailing-return-type]10
    5 | double better_sin(double /*input*/) {11
      | ~~~~~~ ^12
      | auto                                -> double13
better_sin.hpp:1:1: warning: header is missing header guard14
                    [llvm-header-guard]15
    1 | // SPDX-License-Identifier: BSL-1.016
      | ^17
    2 |18
    3 | #pragma once19
    ...20
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$ cmake --build clang-tidy-1/
[1/4] Building CXX object CMakeFiles/impl.dir/better_sin.cpp.o
better_sin.cpp:5:8: warning: declaration must be enclosed
                    within the 'LIBC_NAMESPACE_DECL' namespace
                    [llvmlibc-implementation-in-namespace]
    5 | double better_sin(double /*input*/) {
      |        ^
better_sin.cpp:5:8: warning: use a trailing return type for
                    this function
                    [modernize-use-trailing-return-type]
    5 | double better_sin(double /*input*/) {
      | ~~~~~~ ^
      | auto                                -> double
better_sin.hpp:1:1: warning: header is missing header guard
                    [llvm-header-guard]
    1 | // SPDX-License-Identifier: BSL-1.0
      | ^
    2 |
    3 | #pragma once
    ...

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20

better_sin.cpp:5:8: warning: declaration must be enclosed
                    within the 'LIBC_NAMESPACE_DECL' namespace
                    [llvmlibc-implementation-in-namespace]

$ cmake --build clang-tidy-1/1
[1/4] Building CXX object CMakeFiles/impl.dir/better_sin.cpp.o2

3
4
5

    5 | double better_sin(double /*input*/) {6
      |        ^7
better_sin.cpp:5:8: warning: use a trailing return type for8
                    this function9
                    [modernize-use-trailing-return-type]10
    5 | double better_sin(double /*input*/) {11
      | ~~~~~~ ^12
      | auto                                -> double13
better_sin.hpp:1:1: warning: header is missing header guard14
                    [llvm-header-guard]15
    1 | // SPDX-License-Identifier: BSL-1.016
      | ^17
    2 |18
    3 | #pragma once19
    ...20

better_sin.hpp:1:1: warning: header is missing header guard
                    [llvm-header-guard]

$ cmake --build clang-tidy-1/1
[1/4] Building CXX object CMakeFiles/impl.dir/better_sin.cpp.o2
better_sin.cpp:5:8: warning: declaration must be enclosed3
                    within the 'LIBC_NAMESPACE_DECL' namespace4
                    [llvmlibc-implementation-in-namespace]5
    5 | double better_sin(double /*input*/) {6
      |        ^7
better_sin.cpp:5:8: warning: use a trailing return type for8
                    this function9
                    [modernize-use-trailing-return-type]10
    5 | double better_sin(double /*input*/) {11
      | ~~~~~~ ^12
      | auto                                -> double13

14
15

    1 | // SPDX-License-Identifier: BSL-1.016
      | ^17
    2 |18
    3 | #pragma once19
    ...20
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$ cat .clang-tidy
Checks: '*,
         -llvm-*,
         -llvmlibc-*'

1
2
3
4
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$ cat .clang-tidy
Checks: '*,
         -llvm-*,
         -llvmlibc-*'

1
2
3
4

         -llvm-*,
         -llvmlibc-*'

$ cat .clang-tidy1
Checks: '*,2

3
4
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$ cat .clang-tidy
Checks: '*,
         -llvm-*,
         -llvmlibc-*'

1
2
3
4

         -llvm-*,
         -llvmlibc-*'

$ cat .clang-tidy1
Checks: '*,2

3
4

$ cmake --build clang-tidy-1/ --target impl
better_sin.cpp:5:8: warning: use a trailing return type for
                    this function
                    [modernize-use-trailing-return-type]
    5 | double better_sin(double /*input*/) {
      | ~~~~~~ ^
      | auto                                -> double
better_sin.hpp:3:1: warning: avoid 'pragma once' directive; use
                    include guards instead
                    [portability-avoid-pragma-once]
    3 | #pragma once
      | ^
better_sin.hpp:5:8: warning: use a trailing return type for
                    this function
                    [modernize-use-trailing-return-type]
    5 | double better_sin(double input);
      | ~~~~~~ ^
      | auto                            -> double

1
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3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18

22.2



$ cat .clang-tidy
Checks: '*,
         -llvm-*,
         -llvmlibc-*'

1
2
3
4

         -llvm-*,
         -llvmlibc-*'

$ cat .clang-tidy1
Checks: '*,2

3
4

$ cmake --build clang-tidy-1/ --target impl
better_sin.cpp:5:8: warning: use a trailing return type for
                    this function
                    [modernize-use-trailing-return-type]
    5 | double better_sin(double /*input*/) {
      | ~~~~~~ ^
      | auto                                -> double
better_sin.hpp:3:1: warning: avoid 'pragma once' directive; use
                    include guards instead
                    [portability-avoid-pragma-once]
    3 | #pragma once
      | ^
better_sin.hpp:5:8: warning: use a trailing return type for
                    this function
                    [modernize-use-trailing-return-type]
    5 | double better_sin(double input);
      | ~~~~~~ ^
      | auto                            -> double

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18

better_sin.cpp:5:8: warning: use a trailing return type for
                    this function

      | ^
better_sin.hpp:5:8: warning: use a trailing return type for

$ cmake --build clang-tidy-1/ --target impl1
2
3

                    [modernize-use-trailing-return-type]4
    5 | double better_sin(double /*input*/) {5
      | ~~~~~~ ^6
      | auto                                -> double7
better_sin.hpp:3:1: warning: avoid 'pragma once' directive; use8
                    include guards instead9
                    [portability-avoid-pragma-once]10
    3 | #pragma once11

12
13

                    this function14
                    [modernize-use-trailing-return-type]15
    5 | double better_sin(double input);16
      | ~~~~~~ ^17
      | auto                            -> double18

22.3



$ cat .clang-tidy
Checks: '*,
         -llvm-*,
         -llvmlibc-*'

1
2
3
4

         -llvm-*,
         -llvmlibc-*'

$ cat .clang-tidy1
Checks: '*,2

3
4

$ cmake --build clang-tidy-1/ --target impl
better_sin.cpp:5:8: warning: use a trailing return type for
                    this function
                    [modernize-use-trailing-return-type]
    5 | double better_sin(double /*input*/) {
      | ~~~~~~ ^
      | auto                                -> double
better_sin.hpp:3:1: warning: avoid 'pragma once' directive; use
                    include guards instead
                    [portability-avoid-pragma-once]
    3 | #pragma once
      | ^
better_sin.hpp:5:8: warning: use a trailing return type for
                    this function
                    [modernize-use-trailing-return-type]
    5 | double better_sin(double input);
      | ~~~~~~ ^
      | auto                            -> double

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18

better_sin.cpp:5:8: warning: use a trailing return type for
                    this function

      | ^
better_sin.hpp:5:8: warning: use a trailing return type for

$ cmake --build clang-tidy-1/ --target impl1
2
3

                    [modernize-use-trailing-return-type]4
    5 | double better_sin(double /*input*/) {5
      | ~~~~~~ ^6
      | auto                                -> double7
better_sin.hpp:3:1: warning: avoid 'pragma once' directive; use8
                    include guards instead9
                    [portability-avoid-pragma-once]10
    3 | #pragma once11

12
13

                    this function14
                    [modernize-use-trailing-return-type]15
    5 | double better_sin(double input);16
      | ~~~~~~ ^17
      | auto                            -> double18

better_sin.hpp:3:1: warning: avoid 'pragma once' directive; use
                    include guards instead
                    [portability-avoid-pragma-once]

$ cmake --build clang-tidy-1/ --target impl1
better_sin.cpp:5:8: warning: use a trailing return type for2
                    this function3
                    [modernize-use-trailing-return-type]4
    5 | double better_sin(double /*input*/) {5
      | ~~~~~~ ^6
      | auto                                -> double7

8
9

10
    3 | #pragma once11
      | ^12
better_sin.hpp:5:8: warning: use a trailing return type for13
                    this function14
                    [modernize-use-trailing-return-type]15
    5 | double better_sin(double input);16
      | ~~~~~~ ^17
      | auto                            -> double18

22.4



         -modernize-use-trailing-return-type,
         -portability-avoid-pragma-once'

$ cat .clang-tidy1
Checks: '*,2
         -llvm-*,3
         -llvmlibc-*,4

5
6
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         -modernize-use-trailing-return-type,
         -portability-avoid-pragma-once'

$ cat .clang-tidy1
Checks: '*,2
         -llvm-*,3
         -llvmlibc-*,4

5
6

$ cmake --build clang-tidy-1/ --target impl
[2/2] Linking CXX static library libimpl.a
$

23.1



What do we need to make the tests clean as well?
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What do we need to make the tests clean as well?

         -altera-*,
         -readability-static-definition-in-anonymous-namespace,
         -readability-identifier-length'
 
CheckOptions:
  - key: misc-const-correctness.AnalyzeValues
    value: False

$ cat .clang-tidy1
Checks: '*,2
         -llvm-*,3
         -llvmlibc-*,4
         -modernize-use-trailing-return-type,5
         -portability-avoid-pragma-once,6

7
8
9

10
11
12
13

24.1



Clang-Tidy concurs: better_sin is perfect.
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Clang-Tidy concurs: better_sin is perfect.
double better_sin(double /*input*/) {
    return 0.;
}
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Clang-Tidy concurs: better_sin is perfect.
double better_sin(double /*input*/) {
    return 0.;
}

Who still disagrees?

25.2
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Static analysis sees nothing wrong.
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Static analysis sees nothing wrong.
We have tests, tests pass.
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Static analysis sees nothing wrong.
We have tests, tests pass.

Let's delve deeper into the tests

27.2



DYNAMIC ANALYSIS

28



Dynamic analysis runs (instrumented) binaries and
looks for errors.
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Dynamic analysis runs (instrumented) binaries and
looks for errors.

This allows it to find state-dependent issues.

29.1



Dynamic analysis runs (instrumented) binaries and
looks for errors.

This allows it to find state-dependent issues.

And have ~0 FPs.

29.2



int GetRandomSeedPerThread(int tid) {
    int g_seed = 17;
    for (int i = 0; i <= tid; ++i)
        g_seed = 214013 * g_seed + 2531011;
    return (g_seed >> 16) & 0x7FFF;
}
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int GetRandomSeedPerThread(int tid) {
    int g_seed = 17;
    for (int i = 0; i <= tid; ++i)
        g_seed = 214013 * g_seed + 2531011;
    return (g_seed >> 16) & 0x7FFF;
}

#include "get-random-seed.hpp"

int main() {
    GetRandomSeedPerThread(1);
}

30.1



$ clang++ -Weverything get-random-seed.cpp test.cpp
$
$ clang++ -fsanitize=undefined get-random-seed.cpp test.cpp
$ ./a.out
get-random-seed.cpp:6:25: runtime error: signed integer overflow:
             214013 * 6169232 cannot be represented in type 'int'
SUMMARY: UndefinedBehaviorSanitizer: undefined-behavior
         get-random-seed.cpp:6:25
$

31



Let's test better_sin with sanitizers:
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Let's test better_sin with sanitizers:
$ CXX=clang++ \
 cmake \
  -B build-san \
  -S . \
  -DCMAKE_TOOLCHAIN_FILE=~/vcpkg/.../vcpkg.cmake \
  -DCMAKE_BUILD_TYPE=Debug \
  -DCMAKE_CXX_FLAGS="-fsanitize=address,undefined"

1
2
3
4
5
6
7
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Let's test better_sin with sanitizers:
$ CXX=clang++ \
 cmake \
  -B build-san \
  -S . \
  -DCMAKE_TOOLCHAIN_FILE=~/vcpkg/.../vcpkg.cmake \
  -DCMAKE_BUILD_TYPE=Debug \
  -DCMAKE_CXX_FLAGS="-fsanitize=address,undefined"

1
2
3
4
5
6
7   -DCMAKE_CXX_FLAGS="-fsanitize=address,undefined"

$ CXX=clang++ \1
 cmake \2
  -B build-san \3
  -S . \4
  -DCMAKE_TOOLCHAIN_FILE=~/vcpkg/.../vcpkg.cmake \5
  -DCMAKE_BUILD_TYPE=Debug \6

7

32.2



Let's test better_sin with sanitizers:
$ CXX=clang++ \
 cmake \
  -B build-san \
  -S . \
  -DCMAKE_TOOLCHAIN_FILE=~/vcpkg/.../vcpkg.cmake \
  -DCMAKE_BUILD_TYPE=Debug \
  -DCMAKE_CXX_FLAGS="-fsanitize=address,undefined"

1
2
3
4
5
6
7   -DCMAKE_CXX_FLAGS="-fsanitize=address,undefined"

$ CXX=clang++ \1
 cmake \2
  -B build-san \3
  -S . \4
  -DCMAKE_TOOLCHAIN_FILE=~/vcpkg/.../vcpkg.cmake \5
  -DCMAKE_BUILD_TYPE=Debug \6

7

$ cmake --build build-san
[4/4] Linking CXX executable tests
$ ./build-san/tests
Randomness seeded to: 1045885289
==========================================================
All tests passed (11 assertions in 2 test cases)

32.3



ASan and UBSan found no issues with better_sin.
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ASan and UBSan found no issues with better_sin.

It must be perfect.
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ASan and UBSan found no issues with better_sin.

It must be perfect.
double better_sin(double /*input*/) {
    return 0.;
}

33.2



ASan and UBSan found no issues with better_sin.

It must be perfect.
double better_sin(double /*input*/) {
    return 0.;
}

Does anyone still disagree?

33.3



34



Static analysis sees nothing wrong.
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Static analysis sees nothing wrong.
We have tests, they pass.

35.1



Static analysis sees nothing wrong.
We have tests, they pass.
Sanitizers found nothing wrong.
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Static analysis sees nothing wrong.
We have tests, they pass.
Sanitizers found nothing wrong.

Maybe the tests aren't sufficient?

35.3



CODE COVERAGE

36



Code coverage tells you how much of your code you
exercised with your tests.

37



Code coverage tells you how much of your code you
exercised with your tests.

Or, it tells you how much of your code is untested.

37.1



There are many kinds of coverage.

38



There are many kinds of coverage.

We will talk about some of them

38.1



FUNCTION COVERAGE

39



LINE COVERAGE

40



% of lines executed by the tests

41



% of lines executed by the tests

Each line counts only once, no matter # of executions

41.1



int foo(int input, bool times_2, bool times_3) {
    int ret = input;
    if (times_2) {
        ret *= 2;
    }
    if (times_3) {
        ret *= 3;
    }
    return ret;
}
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int foo(int input, bool times_2, bool times_3) {
    int ret = input;
    if (times_2) {
        ret *= 2;
    }
    if (times_3) {
        ret *= 3;
    }
    return ret;
}

#include "foo.hpp"

#include <cassert>

int main() {
    assert(foo(2, false, false) == 2);
}

42.1



6/10 lines covered → 60% line coverage

int foo(int input, bool times_2, bool times_3) {
    int ret = input;
    if (times_2) {

    if (times_3) {

    return ret;
}

1
2
3

        ret *= 2;4
    }5

6
        ret *= 3;7
    }8

9
10

43



We could get 100% coverage with single test
#include "foo.hpp"

#include <cassert>

int main() {
    assert(foo(2, true, true) == 12);
}
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10/10 lines covered → 100% line coverage

int foo(int input, bool times_2, bool times_3) {
    int ret = input;
    if (times_2) {
        ret *= 2;
    }
    if (times_3) {
        ret *= 3;
    }
    return ret;
}

1
2
3
4
5
6
7
8
9

10
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BRANCH COVERAGE

46



% of branching options taken
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% of branching options taken

each if introduces 2 branch options

47.1



% of branching options taken

each if introduces 2 branch options

switch can introduce many branch options
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int foo(int input, bool times_2, bool times_3) {
    int ret = input;
    if (times_2) {
        ret *= 2;
    }
    if (times_3) {
        ret *= 3;
    }
    return ret;
}
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int foo(int input, bool times_2, bool times_3) {
    int ret = input;
    if (times_2) {
        ret *= 2;
    }
    if (times_3) {
        ret *= 3;
    }
    return ret;
}

#include "foo.hpp"

#include <cassert>

int main() {
    assert(foo(2, true, true) == 12);  // 100% line,  50% branch
    assert(foo(2, false, false) == 2); // 100% line, 100% branch
}

48.1



PATH COVERAGE

49



% of paths executed

50



% of paths executed

A path is an enumeration of all branches taken.
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int foo(int input, bool times_2, bool times_3) {
    int ret = input;
    if (times_2) {
        ret *= 2;
    }
    if (times_3) {
        ret *= 3;
    }
    return ret;
}
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int foo(int input, bool times_2, bool times_3) {
    int ret = input;
    if (times_2) {
        ret *= 2;
    }
    if (times_3) {
        ret *= 3;
    }
    return ret;
}

#include "foo.hpp"

#include <cassert>

int main() {
    assert(foo(2, true, true) == 12);  //  50% branch,  25% path
    assert(foo(2, false, false) == 2); // 100% branch,  50% path
    assert(foo(2, true, false) == 4);  // 100% branch,  75% path
    assert(foo(2, false, true) == 6);  // 100% branch, 100% path
}

51.1



CONDITION COVERAGE

52



% of boolean subexpressions evaluated to T/F
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% of boolean subexpressions evaluated to T/F

What GCC/Clang call branch coverage*

53.1



int foo(int input, bool bump_1, bool bump_2) {
    int ret = input;
    if (bump_1 || bump_2) {
        ret += 1;
    }
    return ret;
}
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int foo(int input, bool bump_1, bool bump_2) {
    int ret = input;
    if (bump_1 || bump_2) {
        ret += 1;
    }
    return ret;
}

int main() {
    assert(foo(2, false, false) == 2); // 71% line, 50% condition
}
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int foo(int input, bool bump_1, bool bump_2) {
    int ret = input;
    if (bump_1 || bump_2) {
        ret += 1;
    }
    return ret;
}

int main() {
    assert(foo(2, false, false) == 2); // 71% line, 50% condition
}

int main() {
    assert(foo(2, true, true) == 3); // 100% line, 25% condition
}

54.2



MODIFIED CONDITION/DECISION
COVERAGE (MC/DC)
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1. Each decision takes every possible outcome
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1. Each decision takes every possible outcome
2. Each condition takes every possible outcome

56.1



1. Each decision takes every possible outcome
2. Each condition takes every possible outcome
3. Each condition is shown to independently affect the

outcome of the decision.

56.2



Mandated in embedded sw for aviation, automotive,
space, nuclear power, ...
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Mandated in embedded sw for aviation, automotive,
space, nuclear power, ...

MC/DC is not subset of path coverage

57.1



So what's the coverage of better-sin?
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So what's the coverage of better-sin?
double better_sin(double /*input*/) {
    return 0.;
}
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So what's the coverage of better-sin?
double better_sin(double /*input*/) {
    return 0.;
}

inline constexpr double k_margin = 0.000'1;

TEST_CASE( "Simple case", "[better_sin]" ) {
    REQUIRE_THAT( better_sin( 0. ), WithinAbs( 0., k_margin ) );
}

58.2



All tests pass.

59



All tests pass.

We have perfect coverage for better_sin.
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All tests pass.

We have perfect coverage for better_sin.

The code is perfect, right?

59.2



60



Do the tests actually verify the implementation?
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MUTATION TESTING

62



Mutation testing tests the test suite, and its ability to
detect introduced bugs.
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Mutation testing tests the test suite, and its ability to
detect introduced bugs.

It introduces bugs (mutants) into the implementation
source code and checks that the tests find them.

63.1



There are many ways of creating mutants:
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There are many ways of creating mutants:

Turn + into -

64.1



There are many ways of creating mutants:

Turn + into -
Turn && into ||
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There are many ways of creating mutants:

Turn + into -
Turn && into ||
Remove call to void function
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There are many ways of creating mutants:

Turn + into -
Turn && into ||
Remove call to void function
Replace call to function with 42
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There are many ways of creating mutants:

Turn + into -
Turn && into ||
Remove call to void function
Replace call to function with 42
...

64.5



int foo(int input, bool bump_1, bool bump_2) {
    if (bump_1 || bump_2) { // Mutant 1: bump_1 && bump_2
        input += 1;         // Mutant 2: input -= 1;
    }                       // Mutant 3: input += 2;
    return input;
}
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int foo(int input, bool bump_1, bool bump_2) {
    if (bump_1 || bump_2) { // Mutant 1: bump_1 && bump_2
        input += 1;         // Mutant 2: input -= 1;
    }                       // Mutant 3: input += 2;
    return input;
}

TEST_CASE() {
    REQUIRE( foo(2, false, false) == 2 );
    REQUIRE( foo(2, true, true) == 3 );
}

65.1



int foo(int input, bool bump_1, bool bump_2) {
    if (bump_1 || bump_2) { // Mutant 1: bump_1 && bump_2
        input += 1;         // Mutant 2: input -= 1;
    }                       // Mutant 3: input += 2;
    return input;
}

TEST_CASE() {
    REQUIRE( foo(2, false, false) == 2 );
    REQUIRE( foo(2, true, true) == 3 );
}

2/3 mutants are caught → 66% mutation score.

65.2



There are various mutation testing tools around, we
will use Mull, as it is free and currently maintained.

66



Let's ask Mull about better_sin:
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Let's ask Mull about better_sin:

 -DCMAKE_CXX_FLAGS="-fpass-plugin=/usr/lib/mull-ir-frontend-19 \
                    -grecord-command-line"

$ CXX=clang++-19 \1
cmake \2
 -B mutation-testing \3
 -S . \4
 -DCMAKE_TOOLCHAIN_FILE=~/vcpkg/.../vcpkg.cmake \5
 -DCMAKE_BUILD_TYPE=Debug \6

7
8
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Let's ask Mull about better_sin:

 -DCMAKE_CXX_FLAGS="-fpass-plugin=/usr/lib/mull-ir-frontend-19 \
                    -grecord-command-line"

$ CXX=clang++-19 \1
cmake \2
 -B mutation-testing \3
 -S . \4
 -DCMAKE_TOOLCHAIN_FILE=~/vcpkg/.../vcpkg.cmake \5
 -DCMAKE_BUILD_TYPE=Debug \6

7
8

$ cmake --build mutation-testing
[4/4] Linking CXX executable tests
$

67.2



$ cat mull.yml1
mutators:2
  - cxx_all3
excludePaths:4
  - .*tests.cpp5
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$ cat mull.yml1
mutators:2
  - cxx_all3
excludePaths:4
  - .*tests.cpp5

mutators:
  - cxx_all

$ cat mull.yml1
2
3

excludePaths:4
  - .*tests.cpp5
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$ cat mull.yml1
mutators:2
  - cxx_all3
excludePaths:4
  - .*tests.cpp5

mutators:
  - cxx_all

$ cat mull.yml1
2
3

excludePaths:4
  - .*tests.cpp5
excludePaths:
  - .*tests.cpp

$ cat mull.yml1
mutators:2
  - cxx_all3

4
5
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$ cat mull.yml1
mutators:2
  - cxx_all3
excludePaths:4
  - .*tests.cpp5

mutators:
  - cxx_all

$ cat mull.yml1
2
3

excludePaths:4
  - .*tests.cpp5
excludePaths:
  - .*tests.cpp

$ cat mull.yml1
mutators:2
  - cxx_all3

4
5

$ mull_runner-19 tests1
[info] Using config better_sin/mull.yml2
[info] Warm up run (threads: 1)3
       [################################] 1/1. Finished in 14ms4
[info] Applying file path filter (threads: 16)5
       [################################] 21/21. Finished in 2ms6
[info] No mutants found. Mutation score: infinitely high7
[info] Total execution time: 157ms8
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$ cat mull.yml1
mutators:2
  - cxx_all3
excludePaths:4
  - .*tests.cpp5

mutators:
  - cxx_all

$ cat mull.yml1
2
3

excludePaths:4
  - .*tests.cpp5
excludePaths:
  - .*tests.cpp

$ cat mull.yml1
mutators:2
  - cxx_all3

4
5

$ mull_runner-19 tests1
[info] Using config better_sin/mull.yml2
[info] Warm up run (threads: 1)3
       [################################] 1/1. Finished in 14ms4
[info] Applying file path filter (threads: 16)5
       [################################] 21/21. Finished in 2ms6
[info] No mutants found. Mutation score: infinitely high7
[info] Total execution time: 157ms8
[info] No mutants found. Mutation score: infinitely high

$ mull_runner-19 tests1
[info] Using config better_sin/mull.yml2
[info] Warm up run (threads: 1)3
       [################################] 1/1. Finished in 14ms4
[info] Applying file path filter (threads: 16)5
       [################################] 21/21. Finished in 2ms6

7
[info] Total execution time: 157ms8
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Mutation testing found no issues with our tests.

69



Mutation testing found no issues with our tests.

Ergo, better_sin is perfect.
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Mutation testing found no issues with our tests.

Ergo, better_sin is perfect.
double better_sin(double /*input*/) {
    return 0.;
}
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Mutation testing found no issues with our tests.

Ergo, better_sin is perfect.
double better_sin(double /*input*/) {
    return 0.;
}

Does anyone still disagree?

69.3



70



LLMS

71



Mimics-human like PR/code reviews.
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Mimics-human like PR/code reviews.

Unlike classical tools, considers names, docs...

72.1



Let's ask Gemini about better_sin.
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Let's ask Gemini about better_sin.

73.1



I also did some non-scientific testing with different
phrasings and provided context:
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I also did some non-scientific testing with different
phrasings and provided context:
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I also did some non-scientific testing with different
phrasings and provided context:

74.2



75



76



77



78



So does Gemini agree that better_sin is perfect?
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So does Gemini agree that better_sin is perfect?

Depends on how it is asked and what's in the context.

79.1



RECAP

80



Perfect code exists.

81



Perfect code exists.
double better_sin(double) {
    return 0.;
}

81.1



Perfect code exists.
double better_sin(double) {
    return 0.;
}

We verified it with static analysis and tests.

81.2



Perfect code exists.
double better_sin(double) {
    return 0.;
}

We verified it with static analysis and tests.

We verified the tests with coverage and mutations.
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Perfect code exists.
double better_sin(double) {
    return 0.;
}

We verified it with static analysis and tests.

We verified the tests with coverage and mutations.

We even asked Gemini.

81.4



FIN
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RECAP
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RECAP
for real this time

83.1



There are many tools that help us write correct code.
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There are many tools that help us write correct code.

But they all protect us from Murphy, not Machiavelli.
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There are many tools that help us write correct code.

But they all protect us from Murphy, not Machiavelli.

You have to understand their limitations, and what
guarantees they actually give you.

84.2



STATIC ANALYSIS

85



Pros:
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Pros:

Does not need tests.

86.1



Pros:

Does not need tests.
The code does not have to be runnable at all
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Pros:

Does not need tests.
The code does not have to be runnable at all
Can run in the innermost development loop

86.3



Cons:
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Cons:

Has no idea about your requirements

87.1



Cons:

Has no idea about your requirements
Blind to runtime behaviour

87.2



Cons:

Has no idea about your requirements
Blind to runtime behaviour
Optimizes for low FP, scalability
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Cons:

Has no idea about your requirements
Blind to runtime behaviour
Optimizes for low FP, scalability

int GetRandomSeedPerThread(int tid) {
    int g_seed = 17;
    for (int i = 0; i <= tid; ++i)
        g_seed = 214013 * g_seed + 2531011;
    return (g_seed >> 16) & 0x7FFF;
}

87.4



DYNAMIC ANALYSIS

88



Pros:
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Pros:

Can catch state dependent issues.

89.1



Pros:

Can catch state dependent issues.
Produces ~0 false positives.

89.2



Cons:

90



Cons:

The code has to run.
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Cons:

The code has to run.
Only as good as your test coverage.
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CODE COVERAGE

91



Pros:
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Pros:

Shows relations between tests and the actual code.

92.1



Pros:

Shows relations between tests and the actual code.
Shows blindspots in your tests.
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Pros:

Shows relations between tests and the actual code.
Shows blindspots in your tests.
Missing coverage identifies places that are
dangerous to refactor.

92.3



Cons:
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Cons:

Easy to game.

93.1



Cons:

Easy to game.
Independent of your tests' ability to catch bugs.
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Cons:

Easy to game.
Independent of your tests' ability to catch bugs.
Independent of your tests' correctness.

93.3



When a measure becomes a
target, it ceases to be a good

measure.

94



MUTATION TESTING

95



Pros:
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Pros:

Verifies the ability of your tests to catch bugs.
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Pros:

Verifies the ability of your tests to catch bugs.
Identifies edge cases in your code/tests.
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Pros:

Verifies the ability of your tests to catch bugs.
Identifies edge cases in your code/tests.
Can identify useless tests.

96.3



Cons:
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Cons:

Product code has ~∞ irrelevant uncaught mutants.
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Cons:

Product code has ~∞ irrelevant uncaught mutants.
Slooow to run.
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Cons:

Product code has ~∞ irrelevant uncaught mutants.
Slooow to run.
Limited to whitebox testing.
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Cons:

Product code has ~∞ irrelevant uncaught mutants.
Slooow to run.
Limited to whitebox testing.
Complex implementation limits available tools.

97.4



LLMS

98



Pros:
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Pros:

Broad applicability.

99.1



Pros:

Broad applicability.
Semblance of context between docs and test code.
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Pros:

Broad applicability.
Semblance of context between docs and test code.
The argument to `-p`/`--path-filter` must start with either "c:"
for a section filter, or with "g:" for a generator filter.
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Pros:

Broad applicability.
Semblance of context between docs and test code.
The argument to `-p`/`--path-filter` must start with either "c:"
for a section filter, or with "g:" for a generator filter.

SECTION( "Generic path spec without semicolon is rejected" ) {
    auto result1 = cli.parse( { "tests", "-p", "g123" } );
    REQUIRE_FALSE( result1 );
    auto result2 = cli.parse( { "tests", "-p", "carp" } );
    REQUIRE_FALSE( result2 );
}

99.4



Cons:
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Cons:

Nondeterministic.
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Cons:

Nondeterministic.
Prone to really annoying FPs/FNs.
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Cons:

Nondeterministic.
Prone to really annoying FPs/FNs.
Security and privacy concerns (risks?)
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Cons:

Nondeterministic.
Prone to really annoying FPs/FNs.
Security and privacy concerns (risks?)
Builds false confidence.

100.4



CONCLUSION
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We have tools to help us. 
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We have tools to help us. Use them.

102.1



THE END
Questions?
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